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Xop 3aHATHA.

1. ITporokon ICMP (Internet Control Message Protocol, mpoTokos KOHTpoJisi COOOIEHHH B
UHTEPHET) — 9TO Internet-mpoToKoJa TpeTbero (ceteBoro) ypoBHs moaenan OSI, co3nalomuyi nakeTsl
¢ coobmeHusiMH 00 omMOKax U Ipyroi ungopmanuen o6 odbpadorke IP-nakeTos.

B nportokosie ICMP onucanbl HECKOJIBKO TUMOB MAKETOB, TAKUX KakK:

9X0-3anpoc — MaKeT, OTIPABJISIEMbIH 1151 MPOBEPKH CBSI3H C yJIaJICHHbIM y3JI0M

9X0-omaem — MaKeT, MOJy4aeMblii HKCTOUHHKOM B OTBET Ha MAKET THIA 9X0-3apoc

HasHaueHue HedocmynHo — MOJydaTesb TAKOro MakeTa HHOPMHUPYETCS O HeIOCTYIHOCTH
ceTw/y3na/mopra Ha3HAYEHHUSI.

Pedupexm — mnaker uH(poOpMHpYeT y3ea 00 H3MEHEHMH MapuipyTa OO HasHaueHus. B
coBpeMeHHbIX OC aHHBIF THII TAKE€Ta UTHOPHPYETCSI.

Bpemsi 6biui10 — y3eN1-UCTOYHUK MOJTyYaeT 9TOT THUM MakeTa, eciu [P-makeT 6puU1 yHUUTOXKEH
B CBsi3H ¢ oOHyJienueM mnouist TimeToLive.

OcranbHpie THMNBI (2 Takxe noAaTunsl) naketoB ICMP MOXHO MOCMOTpPETh B 3ar0JIOBOYHOM
(patine /usr/include/linux/icmp.h.

2. YTunura ping CiayXdT sl TPOBEPKH (paKTa HAJMYHS CBS3U C YAAJICHHBIM Y3JIOM, a TaKke
HAJIeKHOCTH U CKOPOCTH CBSI3U. MHOrja yTHJIMTA MCMONB3YeTCsl IJIsl PaCKPBITHS ip-aIpecoB XOCTa
MO €ro UMEeHH.

CHHTaKCHC ee TaKOB:

ping [napamempuol] ums_unau_ip-adpec_xocma

C nomoltplo nmapameTpa -C Bbl MOXKETE yKa3aTh KOJHUYECTBO 3alpPOCOB, KOTOPBIEC BBINOJIHUT
ping. Ecnu mapameTp -c omymieH, To ping OyJeT moaaBaTh 3ampockl O TeX MOp, MOKa He MOJTYyUUT

CHTHaJI MJIH TI0JIb30BaTENb HE HAXKMeET <ctrl-c>.

[gserg@ebMedi a |inux]$ ping -c3 www.ya.ru

PI NG ya.ru (213.180.204.8) 56(84) bytes of data.

64 bytes fromya.ru (213.180.204.8): icnp_seq=0 ttl=49 time=26.7 s
64 bytes fromya.ru (213.180.204.8): icnp_seq=1 ttl=49 time=25.6 s
64 bytes fromya.ru (213.180.204.8): icnp_seq=2 ttl=49 tinme=24.7 ns

--- ya.ru ping statistics ---

3 packets transmtted, 3 received, 0% packet |oss, tinme 2019ns
rtt mn/avg/ max/ ndev = 24.741/25. 718/ 26. 724/ 0.809 ns, pipe 2

[ gserg@ebMedi a |inux]$

C nowmornpio napameTpa -f MOXHO MPOBEPHUTH OBICTPOJEHCTBHE CeTH (paboTaeT TOJBKO U3

o[ l’OOt). HpH HCIIOJIb30BAHHH 3TOI'0 IapamMeTpa ping rochblyiacT OKOJIO 1000 makeToB B CEKyHIY.
[ gserg@ebMedi a gserg]$ ping -f 192.168. 2. 254

PI NG 192. 168. 2. 254 (192.168. 2. 254) 56(84) bytes of data.

pi ng: cannot flood; mninmal interval, allowed for user, is 200ns

[gserg@\¥bMedi a gserg]l$ su -c "ping -f 192.168. 2. 254"

Passwor d:

PI NG 192. 168. 2. 254 (192. 168. 2. 254) 56(84) bytes of data.

--- 192.168. 2. 254 ping statistics ---

238 packets transmtted, 238 received, 0% packet |oss, time 4379ns

rtt mn/avg/ max/ mdev = 0.147/0.177/0.478/0.031 ns, pipe 2, ipg/ewmn 18.478/0.179 s
[ gser g@ebMedi a gserg] $

[TapameTpom -s MOxkeT ObITb yKa3aH pa3Mep MakeTbl B OaWtax (He MeHee 64 u He OoJjee

65000), B ©HOM CIyuae pa3Mep makeTa cocTaBuT 64 OauTa.
[gserg@+ebMedi a |inux]$ ping -s 65000 192. 168. 2. 254

PI NG 192. 168. 2. 254 (192. 168. 2. 254) 65000(65028) bytes of data.
65008 bytes from 192. 168. 2. 254: icnp_seq=0 ttl =64 tinme=12.0 s
65008 bytes from 192.168.2.254: icnp_seq=1 ttl=64 tinme=12.0 s
65008 bytes from 192.168.2.254: icnp_seq=2 ttl=64 tinme=11.9 s
65008 bytes from 192. 168. 2. 254: icnp_seq=3 ttl=64 tinme=11.9 ns

--- 192.168.2.254 ping statistics ---

4 packets transmitted, 4 received, 0% packet |oss, tine 3026ns
rtt mn/avg/ max/ mdev = 11.988/12.029/12.083/0.086 ns, pipe 2

[ gser g@¢ébMedi a |inux]$

JOnOMHUTEbHYI0 HH(POPMALIHUIO MOKHO MOJYUYHTh M3 CIIPABOYHOTO PYKOBOJICTBA man.
Komanpa traceroute nomoxer Bam mpoBepuTb MyTh A0 yAAJEHHOIO XOCTa, BblgaBas BCe
MPOMEXKYTOUHble ~MapuipyTh3atopbl. C MOMOIIBIO 9TOM KOMaHIbl CTAaHOBHUTCSI MPOCTO



JUArHOCTHPOBATh MpoOsieMy B OOJBIIOH CETH, OBICTPO BBISIBIsASL COOWMHBIM ydacTOoK. CHHTaKCHC

KOMAaHIbl TAaKOH KE, KaK 0 'y pil’lg, 3a HCKJTIOUCHHUEM IMapaMETPOB KOMaHJIHOH CTPOKH.

[gserg@¢bMedia |inux]$ traceroute ww.ya.ru
traceroute to ya.ru (213.180.204.8), 30 hops nax, 38 byte packets

1 ns.edu.vologda.ru (192.168.2.2) 0.281 ms 0.192 ns 0.162 s
2 80.92.3.3 (80.92.3.3) 1.169 ns 1.257 ns 1.103 ms
3 sv-vol 00ra-s2-0.severttk.ru (80.92.3.1) 3.140 ms 3.250 nms 3.111 s
4 sv-yar00rb-s1-0-0.severttk.ru (80.92.0.69) 34.511 ns sv-yar00rb-s2-5-0.severttk.ru (80.92.0.97)
25.161 ms sv-yar00rb-s1-0-0.severttk.ru (80.92.0.69) 10.718 ns
5 MBK41- F000. 145. gw. transt el ecom net (217.150. 38.142) 28.066 ms 21.430 ns 31.571 ms
6 MSK41. TRANSTELECOM NET (193.232.244.211) 25.680 ns 18.921 nms 20.999 ns
MPLS Label =350 CoS=6 TTL=255 S=1
7 ix2-mB.yandex.net (193.232.244.93) 23.085 ms 21.548 ms 35.076 ns
8 c3-vlan3.yandex. net (213.180.192.171) 25.177 ns 23.104 ns 22.918 ms
9 wya.ru (213.180.204.8) 33.519 ms 23.189 ns 32.496 ns

Komanpa feptraceroute mnpakTHUYECKH AaHAJIOTMUHA TMpPEeAbIAyIIEH, OJHAKO B KauyecTBe
0a30BOro MPOTOKOJIa OHA MCIIOJIB3yeT MPOTOKOJI tcp. DTO MO3BOJISIET MPOBEPATh TOCTYI K CIIyk0am

{Cp U ITyTh OO HHUX.

gserg@DM ~$ tcptraceroute sntp.mail.ru 25

Sel ected device ethO, address 10.52.2.1, port 45217 for outgoi ng packets

Tracing the path to sntp.mail.ru (194.67.23.111) on TCP port 25 (sntp), 30 hops nax
10.52.0.5 0.383 ms 0.231 ns 0.219 ns
b229. vol ogda. ru (193.19.67.229) 1248.475 ms 345.180 nms 106.562 ns
spb-vgld.ptn.ru (212.48.195.9) 78.138 nms 65.802 ms 157.785 ns
spb-bbnl-ge-2-1-0-88.rt-commru (213.59.5.141) 120.521 ns 114.442 ns 131.549 ns
nek- bgwl- gel-0-0-0.rt-conmmru (217.106.0.14) 76.536 ns 177.440 ns 130.447 ns
nsk- bgwl- gel-0-0-0.rt-commru (217.106.0.14) 143.422 ms 90.071 ns 115.207 ns
195.161.165. 246 172.163 ns 133.969 nms 110. 668 s
cat 03. Moscow. gl dn. net (195.239.10.189) 79.129 ms 77.774 ms 93.654 ns
cat 12. Moscow. gl dn. net (194.186.159.238) 76.082 ns 162.883 ns 77.045 ns
mai | ru- KK12- 2- gw. Moscow. gl dn. net (195.239.8.90) 105.042 ns 75.285 ns 89.922 ns

* *x %

12 smtp.mail.ru (194.67.23.111) [open] 78.527 nms 81.314 ns 80.269 ns

B OospmmHCTBE cilyyaeB, mapaMeTpbl KOMaHOHOM CTPOKH HE NPUXOJUTCSI HMCIOJIb30BATH,
OJIHAKO MX BCE K€ CJIEAYET U3YUHUThb C MOMOIIBIO CIPABOYHOIO PYKOBOJCTBA man.

3. YTUIUTHI yNpaBiieHHs! CEThI0 CYMECTBYIOT IJIsl AUATHOCTUCTHKH KakK CETEBBIX MpolJem,
TaK U JUarHOCTHKH MPOoOJeM KakJOro KOHKPETHOrO XOCTa.

HauOonee nonysipHod yTUIMTOH, C MOMOIb KOTOPOH AHArHOCTHPYIOTCS NPOOJIEMbI XOCTOB
SIBJISIETCSL NMap, KOTOPBIA BXOAMT B MOCTaBKY NPAKTHUECKH BCEX COBPEMEHHBIX AMCTPHOYTHBOB
OTepaIiOHHON CHCTEMBI Linux.

Nmap ob6iagaeT MHOXECTBOM CIIOCOOHOCTEH, HO HAac B MEPBYIO OYepedb HHTEPECYeT ero
BO3MOXXHOCTH OMNpEJEJIeHNUs] AKTHUBHBIX CEPBHCOB YIAJEHHOTO XOCTa, a TaKkKe OINEepaluOHHOM
CHUCTEMBI.

[ToHOLIEHHO HCIOJIB30BATh NMApP MOXKHO TOJIKO NMPH HAJMYUHM TPaB CYIEPIOJb30BATENs.
BoT Te mapameTpsl nmap, KOTOpble Ha OyyT HHTEPECOBATb:

-sS — ckpeiToe ckanupoBanue TCP-nopToB

-sT — oTkpbITOE ckanupoBanve TCP-nopToB

-sU — otkpbiTOe ckanupoBanvie UDP-nopros

-sP — ping-ckanupoBaHue (MMOUCK aKTUBHBIX XOCTOB B CETH)

-sF, -sN, -sX — pasHble ckpbITbie THIBI ckaHupoBanust TCP-nopToB.

-O — onpeneneHye TUIA OMEPAIMOHHON CHCTeMbI (He paboTaeT ¢ -sP)

-p — yKa3aHWe Juana3oHa MOpTOB AJisd ckaHupoBaHus (12345, 12345-23333)

-V — IOAPOOHBIH BBIBOLI.
[root @¢bMedia |inux]# nmap -v -sS -0 192. 168. 2. 84

[
RPOOONOUTAWNE

Starting nmap 3.48 ( http://ww. insecure.org/ nmap/ ) at 2005-04-23 17:24 MSD

Host 192.168.2.84 appears to be up ... good

Initiating SYN Stealth Scan agai nst 192.168.2.84 at 17:24

Addi ng open port 135/tcp

Addi ng open port 139/tcp

Addi ng open port 445/tcp

The SYN Stealth Scan took O seconds to scan 1657 ports

For OSScan assunming that port 135 is open and port 1 is closed and neither are firewalled
Interesting ports on 192.168. 2. 84:

(The 1654 ports scanned but not shown below are in state: closed)



PORT STATE SERVI CE

135/tcp open nsrpc

139/tcp open netbios-ssn

445/ tcp open mcrosoft-ds

Devi ce type: general purpose

Runni ng: M crosoft W ndows 95/98/ ME| NT/ 2K/ XP

CS details: Mcrosoft Wndows M I I enniumEdition (M), Wndows 2000 Professional or Advanced Server,

or Wndows XP

TCP Sequence Prediction: Cass=random positive increnents
Difficulty=9641 (Worthy chall enge)

| PI D Sequence Ceneration: |ncrenental

Nmap run conpleted -- 1 IP address (1 host up) scanned in 2.391 seconds

Komanga NetCat (nc) — 910 eme Oosiee MHUPOKO Hcmoib3yemasi KomaHga. Ee
npeJHasHaueHHe, B IEPBYI0 O4Yepeb, 9TO MPOBepKa pabOTOCIIOCOOHOCTH CETH Ha KOHKPETHOM Y3Jie
Y BbIsIBJIEHHE OIHKOOK Npu nepenavye. Komanga nc MOXeT OTKPBITh MOPT M BbIBOAUTH HH(OPMALHIO
M3 HEro Ha 9KpaH (Wi B ali, Opyroe NPHJIOXKEHHE MO KaHaly). DTy BO3MOXHOCTb 4acTO
UCTIOJNB3YIOT A mpoBepkH padoTel TCP. 751 OTKPBITHS MOPTa CHYXKHUT KJOYU -1, a MOPT MOXHO
yKa3aTb apaMeTpoOM -p:

1- ¢ xoHcOnb
[root @¢bMedia linux]# nc -1 -p 25 127.0.0.1
test
test doubl e
punt!

2- 9 XOHCOIb

[gserg@\¥bMedi a gserg]$ telnet 127.0.0.1 25
Trying 127.0.0.1...

Connected to 127.0.0. 1.

Escape character is '"~]'.

test

test doubl e

Connection closed by foreign host.

[ gser g@ebMedi a gserg] $

OnHako W ¢ MOMOMNIBI0 NC MOXHO MPOCKAaHUPOBATh OTKpbIThie MOpThL. [IpaBma, nc He
o0JialaeT TakKUM IHUPOKUM HAOOPOM BO3MOKHOCTEH Kak nmap, U JAejaeT CKaHUPOBAaHHE HAMHOIO
MenseHHee. [isi 9TOro ucmoJibdyetcst mapametrp -z. IlapameTp -v MO3BOJSIET HaM MOJYYHTb
JOTOJIHUTEIbHYI0 HH(POPMALIHIO:

[root @¥¢bMedia |inux]# nc -z -v 127.0.0.1 600-700
| ocal host .| ocal domain [127.0.0.1] 631 (ipp) open

Komanna netstat mo3BoJisieT MPOCMOTPETh OTKPBITHIE COEJUHEHHUS] HA TEKYLIEM KOMIIBIOTEPE.
Benennasi 6e3 mapamMeTpoB, OHa TOKaXXET BCE COEAMHEHHMS, BKJIIOUAsi OTKPBIThIE COKETHI UNix.
Komanna npuHuMaeT napameTpbl, HaHOO0JIee YaCTO UCIOJIb3YEMbIMH SIBJISIIOTCSI:

-n — TOKa3bplBa€T UYHMCJIOBbIE 3HAUEHHs] HOMEPOB MOPTOB BMECTO HMMEHH M3 /etc/services U
YHCJIOBBIE 1p-aJipeca BMECTO JOMEHHbBIX HMEH;

-p — NoKasbIBaeT pid mporecca, HCMOIb3YIONIEro COeIMHEHUE;

-t — mokassBaTh TOJHKO TCP-CcOKeTHI

-u — TI0Ka3bIBaTh TOJIbKO UDP-cokeTsl

-i — [I0Ka3aTh CIHUCOK UHTEP(MENCOB U CTATUCTHKY TpadpuKa Ha HUX

-l — TOJIPKO CyIIaoIHe MOPTHI

Taxum oOpas3om, MPOCMOTp Bcex mporpamm, ciaymawomux TCP-nopTsr:

root @G\DM / var/ mai | # netstat -tpl

AXTHUBHBIE COenuHeHus c uHTepHerom (Only servers)

Proto Recv-Q Send-Q Local Address Foreign Address State Pl D/ Progr am nane
* .k

tcp 0 0 | ocal host: 2208 : LI STEN 4785/ hpi od

tcp 0 0 *:print0l1 *ox LI STEN 4864/ i netd

tcp 0 0 *:51762 *o¥ LI STEN 26729/ sim

tcp 0 0 *:tel net *ox LI STEN 4864/ i netd

tcp 0 0 local host:ipp *ox LI STEN 4761/ cupsd

tcp 0 0 | ocal host: 2207 *ox LI STEN 4788/ pyt hon

tcp6 0 0 *:5800 *ox LI STEN 9066/ kded [ kdei ni t]
tcp6 0 0 *:5900 *ok LI STEN 9066/ kded [ kdei nit]
tcp6 0 0 *:65005 X LI STEN 9519/ not es2w

tcp6 0 0 *:57177 *ox LI STEN 9519/ not es2w



[TpocMoTp Bcex UHTEPGEHCOB:
root @G\DM /var/ mai | # netstat -i
Tabnuua uHTepdeHCcoB dnpa
I face MTU Met RX- OK RX- ERR RX- DRP RX- OVR TX- OK TX-ERR TX-DRP TX-OVR Fl g
eth0O 1500 O 238445 0 0 0 200095 0 0 0 BMRU
lo 16436 0 282 0 0 0 282 0 0 0 LRU



