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Xop 3aHATHA.

1. IIporokon FTP (File Transfer Protocol) — oauH U3 cTapeHmMx B HHTEPHET. ITO MPOTOKOJI
CeIbMOro ypoBHsI (ypOBHSI NpUIOkeHHH) Moaenn OS], OCHOBaHHbBIM HAa HAJEKHOM nepenadye JaHHbIX
(mporokose TCP, noprtsi 21, 20).

Pabota c ftp-pecypcamu cxonHa ¢ paboTOH B JIOKaJIbHOM (paiaoBod cucteMe. CylecTByeT
MHOXECTBO CHELHAJIU3UPOBAHHBIX KJIUEHTOB JJ1s1 paboThl ¢ mpoTokosioM FTP. Onnako npakTHUeCKH
BCE COBpEMEHHble Opaysepbl crocoOHbl 0OpabatbiBaTh MH(popmauuio ¢ FTP-pecypcoB. Ux Mbl 1
OyIeM HCIOJIb30BaTh B MPAKTHUECKOHN YaCTH CErOQHSIIIHETO 3aHSITHSI.

FTP-cepBepoB 3HauMTENbHO MEHbIIE YEM KJIHEHTOB, HO TOXE NOCTATOYHO MHOTO, UTOOBI
MOKHO OBIJIO B HHX 3amyTatbcsi. Mol ¢ Bamu Oynem HactpauBath FTP-cepsep vsftpd (Very Secure
FTP Daemon — ouenp Hanexubiii FTP-nemon), Bxoasimui B moctaBky ASPLinux.

[lepen paccMoTpeHHeM ero HaCTPOHKH, s XOUy HEMHOTrO paccKasaTb O paboTe MPOTOKOJA
FTP. DTOT mnpoTOKONA H3HAUAJIbHO SIBASIETCS NPOTOKOJIOM C ayTeHTU(HKaAlMeHd MO0 HMEHH
noJib3oBaressl. OnHako 11t mpotokosia FTP cymecTByeT M Tak Ha3plBaeMbIH aHOHUMHBIH pexuMm. B
CJlyyae ero HMCIoJib30BaHUsl (Opay3epbl HUCIOJIB3YIOT 3TOT PEXHUM IO YMOJIYAHHIO) BMECTO HMEHH
BBOJMTCSI anonymous, a BMECTO MapoJisi — apec 3JEKTPOHHOM MouThl (Opay3ep HCHOJb3YyeT WM
HACTOSIINN U3 aIPECHON KHHUTH, WJIH CJTyUYaHHO TOI00paHHbIH).

Jpyro#t 0COOEHHOCTBIO MPOTOKOJIA SIBJISIETCS] UCTIOJIb30BAHUE PA3HBIX PEKUMOB — MACCHBHOTO
U aKTHUBHOro. B naccueHom pexume KIHEHT OTKPBIBAET COEOUHEHUs IJisl TMepedaud NaHHBIX U
yIpaBJsSieT MOTOKOM, a CepBep MACCHBHO OTHAET JAaHHBIE. DTOT PEXHM XOpOIO padoTaeT W3
BHYTPEHHHX ceTed c (poUKOBOM aapecane. B akmuernom pexumve MOTOK i Mepenayd JaHHBIX
OTKpBIBAET M KOHTpoJHpyeT cepBep. OOHAKO, €CcNM KJIWEHT HaXOAWUTCs 3a alpBOJOM C
npeoOpa3oBaHHEeM angpecoB (MacKapaJUHIOM), TO OH HE CMOXET paboTaTh C CEpBEpPOM B 3TOM
peKHMeE.

[Tocnennert ocoOEHHOCTBIO, OOCYXJaeMOM HaMHu, OyAeT mepelnaya JAaHHBIX B OMHApHOM WJTH
TEeKCTOBOM (ascii) Bune. HekoTopele OHHapHble JaHHbIE B MEPBBIX BEPCHSIX CEPBEPOB/KIUEHTOB HE
MOTJIM MiepeliaHbl B MPSIMOM BHJE MO CETH B CBSI3H C 0COOEHHOCTsIMU peanusauud FTP. [lns ston
1esid ObUTH MPHAYMaHbl HECKOJIBKO PEKHUMOB — OHHAPHBIN, KOT/Ia TiepeJaolrecs: JaHHble HUKAaK He
npeoOpa3oBbIBAIOTCS ISl MEpPeJaud Mo CeTH, M ascii, KOrja JaHHble ¢ MOMOIIBIO OIMpPEeNesIeHHOrO
KOJUPOBaHUs MpeoOpasyloTcsl B MOCJIEN0BATEIbHOCTh CHMBOJIOB ascii (¢ komamu ot 0 mo 127).
®dopmat ascii yBeqMuMBaJ pasMmep paiia, a COOTBETCTBEHHO W BpeMsl 3arpy3Kd M3 CETH, HO
MO3BOJIST  MpeojosieTb  BosHuKawommue mnpodiembl. CoBpemenHsle  FTP-cepBepbl/kineHTHI
CaMOCTOSITEJIBHO CMOCOOHBI BBIOMPATh HYKHBIH DPEKHM MEpeJaud, MOITOMY TMOJb30BaTesb B
OOJIBIIMHCTBE CIIyYaeB HE 3aJyMBIBA€TCSI 00 9TOM.

Vsftpd npeacraBnsier u3 cedst nporpammy-gemMon. B ASPLinux ayist Hero npeaBapuTesibHO
CO3/1aH CKPHUIT 3aMycKa, NoMeleHHbIH B /etc/rc.d/init.d ¢ umenem vsftpd. Cam ucnosHsiemMbldt daiin
agpecyetcs Kak /usr/sbin/vsftpd.

3a HaCTPOHKY cepBepa OTBEUAIOT HECKOJIbKO (haHJIOB:

/letc/vsftpd.busy_banner — pais, B KOTOPOM 3allUCBIBAE€TCSl COOOIIEHHE, BbIOABAEMOE
KJIMEHTY, KOT[1a CepBep HE MOKET OTBETUTH Ha 3arpoc.

letc/vsttpd.ftpusers — comep HUT CMUCOK MOJIb30BaTEIEH, KOTOPHIM 3allpenieH JOCTYI 1o ftp.
Kak mpaBuio 9ToT (paiiyi CONEpKUT CHHCOK KPHUTHUYECKH BAXHBIX JJISI CHCTEMBI MMOJIb30BaTENeH,
TaKuX Kak root, bin, Ipd u apyrue.

letc/vsttpd.user_list — criMCOK MoJIb30BaTENIEH, 3HAUEHHE KOTOPOTO MEHSIETCSI B 3aBUCHMOCTH
OT TOro, Kak ycTaHoBJieH mapameTp userlist_deny B ocHOBHOM (paiiie KoHpurypauuu. Ecim OToT
napameTp yctaHosyieH B NO, To Ha FTP cmoryT nmonactb TOJAbKO MOJb30BaTENH, YKa3aHHbIE B 9TOM
(aiine, ectu B YES, To Bce, KpoMe 9THUX mojb3oBareied. HykHO UMeTb B BHOY, UTO €CJIH
M0JIb30BaTENb 3anpelleH B daitne /etc/vsftpd.ftpusers, To OH HE CMOXET UMETb IOCTYI, Jaxe OyayuH
paspenieHHbIM B 9TOM (paiie.



letc/vsttpd/vsftpd.conf -ocHOoBHOH (paiin KoHpuUrypauuu cepBepa. PaccMoTpuMm ero
nonoapoOHee:

anonymous_enable=YES — mnapameTp-niepekyouaTesb, paspelianmiid Wik 3anpeniaonym
noctyn K anonnMmHomy FTP-karanory (/var/ftp/pub)

local_enable=YES — ecnu stoT napameTp ctouT B NO, TO MOJIb30BATEIH TOH K€ CHCTEMBI,
I/l 3alyIlleH cepBep, He MOTYT MOJIyUUTh K HEMY AOCTYIIL.

write_enable=YES — Ecnu sToT napametp yctanoBjieH B NO, TO HH OJJUH U3 T0JIb30BaTEJICH
He UMeeT npasa 3akavaTh ¢paysl Ha FTP-pecypc.

local_umask=022 — Onpenensiet npaBa I0CTyMa K ¢aiaaM At BceX MoJib3oBaTesie, KpoMe

anonymous.
anon_upload_enable=YES — Ecmu mapamerp ycraHoBieH B YES, TO aHOHHMHbIE
10JIb30BATEJIM MOTYT U3MEHSATh CyLIECTBYIOIME B KaTajore /var/ftp/pub.
anon_mkdir_write_enable=YES - Tlo3BojisieT aHOHHMHBIM IIOJIb30BATENSIM 3aKauHBaTh

¢aiinsl Ha FTP-pecypc u cozgaBath KaTajaoru.

dirmessage_enable=YES — Ecmu napamerp BkmoueH, To FTP-cepep OyneT BbimaBaTh
cooOmenue u3 ¢aiia Npu nepexoae B Karajor. 3To cooOIEeHHe MOXET COAep:KaTbhcs B (paiiie ¢
UMEHEM .message BHYTPH Karajora, OJHaKO MMs (paiia MOXKET ObITb JOMOJIHMTEIbHO YKA3aHO C
TOMOIIBIO OTIHK message_file.

xferlog_enable=YES — paspemaer cepBepy 3alHChIBaTh KXypHaJ C MEHAMH IepeJaHHbIX
¢aiinos. [lo ymosuanuto, xypHan numetcs B /var/log/vsftpd.log, ongHako ums ¢ana MOKET ObITH
JOTIOJIHATEJIbHO yKa3aHo onmuuer xferlog_file. ®opmat aiina Moxer ObITh yKa3aH CbTaHIApPHbIN
(YES) unu vHectanpaptheii onuuer xferlog_std_format.

connect_from_port_20=YES — n03BOJISI€T UCNIOJIb30BATh 1JIs epeaayn AaHHbid 20-1 nopT.

chown_uploads=YES - wu3veHseT Biagenbiua aiia, 3aKayaHHOTO AHOHHMHBIM
NOJIb30BaTEJIEM Ha TOro, KOTOPBIM yKa3aH B napameTpe chown_username.

idle_session_timeout — ykasblBaeT BpeMsl B CEKyHJAax, uepe3 KOTopoe OyaeT pa3opBaHO
COEIUHEHHE C KJIMEHTOM, HE BBIMOJHSIIONIHM HUKAKUX IEeHCTBHH.

data_connection_timeout — yKka3sblBaeT BpeMsl B CEKYHaxX, Uepe3 KOTopoe OyIeT pa3opBaHO
COEIIMHEHHE B CJIyYae NepepbiBa B IepeAaye JaHHBIX.

JlOMOJIHUTENIbHYI0 HH(OpPMALKIO MO KOH(Urypalud 9TOro CepBepa MOKHO MOJYYHUTh B
pykoBoacTBe man (ctpanuis vsftpd, vsftpd.conf).

2. [Ipotokon HTTP — Ha cerogHsimHuiA 1eHb CaMbli pacpOCTPAHEHHBIH MPOTOKOJ HHTEPHET,
6asupyromuiicst Ha TCP (nmopt 80). MHOXECTBO CMEkKHBIM CTaHAAPTOB, CBSI3aHHBIX C MyOJMKaLHeH,
oOpaboTkoli u otobpaxkenne HTML-cTpaHul, HACTOJIBKO YCJIOXKHHIM BI0-CEpPBEpBI, UTO HX
KOH(pUI'ypaluHu MoAyac sIBJSETCS] HEMPOCTBIM JEJIOM MAJIsi HAUMHAILIEro agMHHUCTpaTtopa. Mbl ¢
BaMH IONPOOYyeM HAaCTPOHUTh cepBep Ha 0a30Byl0 pabOTy M MOCMOTPETb OCHOBHBIE MapaMeTphbl €ro
KOH(UTypaLHyH.

B kavectBe mocoOusi Mbl OyzneM HCIIOJIb30BATh OJWMH M3 CaMbIX MOIIHEHMIIMX M CaMbIH
pacnpocTpaHeHHbl B UHTepHET cepep Apache B Bepcuu 2.0.40. Kondurypuposanue Apache 2.x
CHUJIbHO OTJIMYAETCS OT KOH(PUTYPHUPOBaAHHSI €ro MpeauleCTBEHHHUKA — JIMHEHKH 1.3

OcHoBHbIM (patrisioM KoHpurypamuu siisietcst httpd.conf, kotopsii B RedHat-coBmecTHMBIX
cucremax (B ToM uncye B ASPLinux) pacnonoxeH B /etc/httpd/conf.

ServerTokens OS — 5TOT mapameTp MO3BOJSIET CKPBITb HH(MOPMAIHMIO 00 HCIOJIb3YEMbIX
MO JISIX.

ServerRoot '/etc/httpd’’ — ykaspiBaeT Ha KaTajor, I'ieé pacroJioKeHbl KOH(MIYypalHOHHbIE
(patinibl, paiiiibl KypHAJIOB U Apyras HeooxoauMmasi HH(popmauus sl padoThl cepBepa.

Timeout 300 — yxa3sbBaeT BpeMsl B CEKYHAaX, Uepe3 KOTopoe OyJeT pa3opBaHO COEIMHEHHE C
KJIMEHTOM, He MPOSIBJISIIONIHUM aKTHBHOCTH.

KeepAlive Off — pa3pemaeT WM 3anpemaeT NOJAepKUBATh COEIUHUE C KJIMEHTOM MaKeTaMH



tuna PING-PONG.

Listen 80 — yxaspiBaeT nopT (MM ip-agpec ¥ nopt B popmate 192.168.2.2:80) Ha xoTpoM
Oynet (pyHKIHOHHUPOBATh B30-CEPBEP.

LoadModule — no3BosnsieT 3arpy3uTh U UCMOJIB30BaTh MOAYJb PACIIHPEHHS AJIsI MOAIEPKKU
JOTIOJIHUTEJIbHBIX BO3MOKHOCTEH y cepBepa.

User apache, Group apache — napameTpsl yKasbIBaIOT MOJIb30BATENS M TPYIIY, OT UMEHH
KOTOPOTO AOJIKeH OyneT paboTatb cepsep.

ServerAdmin root@localhost — yxa3plBaeT agpec 9J€KTPOHHOM MOUTHI aJMHHHCTpaTOpa
cepBepa, KOTOPBIM OyIeT yKaszaH Ha CTPAHUIAX C COOOIMEHUsIMH 00 OMHOKaX.

ServerName hosters.volnet.ru — yxaspiBaeT JOMEHHOE HMs, C KOTOPbIM paboTaeT cepsep.
Ecim g1 KoMmploTepa JOMEHHOE UM HE ONpENEIIEHO, C 9Ty MO3ULMI0 BOUChiBaeTcs [P-agpec.

DocumentRoot '/var/www/html'' - yxa3plBaeT Karajor, B KOTOPOM pacloJaralTcs
nokymeHnTst HTML.

Pa3nen Directory onucbiBaeT KaTajuor, B KOTOPOM PaclojIOkKeHbl JOKYMEHTBHI.

<Directory ""/var/www/html'"> -Hauayo onvcaHus

Options — oy KaTtajaora ¢ JOKyMEHTaMH, yKasblBaeMmble uepes3 npodes. B kauecTse onuui
MOTYT HcnoJib3oBaThcsl: Includes — Brmouaemblt atiel, FollowSymLinks — mnepexon 1o
CHMBOJIBHBIM cCbUIKaM,  SymlLinksifOwnerMatch — mnepexoj TO CHUMBOJIbHBI CCBUIKAM, €CJIH
Biagenen copnanaet, ExecCGl — BpimonHaTh ¢ainsl CGl u nepegaBaTh BbIBOI (DallyIOB KJIHUEHTY H
OpyTHe.

AllowOverride - NO3BOJIIET U3MEHSTb MApaMETPbl BJIOKEHHBIX JUPEKTOPHH C MOMOIIBIO
(aiinoB .htaccess nonaHocTsio (All), He uaMensTh (None) Wi OTaesbHbIE MapaMETPBHl.

Order — onpenensieT AONMYCTUMBbIE 3HAUEHHs MpHU KoH(urypauuu Oe3omacHocTH. Moxket
BKJI0YaTh nmapameTpsl Deny, Allow win To 1 Ipyroe uepes 3amnsityio.

Deny/Allow from all/192.168.3.11 — onpenensieT JOCTYM K KaTajory.

</Directory> - 3aKpbpIBa€T ONHUCAHUE KaTalora.
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