3auarue 4.

Tema: IIpaBa pocryna.

Buo 3aHssmus: nekiysi, IpaKTUUYeCKoe 3aHsITHe.

YueGHble 60NpPOChL:
1. Pactipepenenve npas gocryra B Linux. UteHue. 3anuce.
Brimonnenue.
2. OcobeHHOCTH TpaB Y KaTajoroB.

3. Ha3Hnauenue npaB gocrtymna. Komangsr chmod, chown, chgrp.
4. Sticky bit.

Bpems: 90 MunyT
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Xopj 3aHATHA.

1. Insa kaxzaoro obbekTa B (aityioBoii cucteMe Linux cyijectByeT Habop TpaB [OCTYTIa,
OTIpe/eJISIFOLINIM B3aUMO/IeCTBHE TI0/Ib30BaTe/sl C 3TUM 00BbeKToM. TakuMu 0O0BeKTaMu MOTYT
ObITh (hali/ibl, KaTaJloTH, a TAKXKe CrieldaibHbie (daiibl (HarpyuMep, YCTPOHCTBA) — TO €CTh 10
CcyTH moboi 00BeKT (aitioBoM cructeMbl. Tak y KakJoro o0bekTa B Linux umeeTcs Biajiesietl,
TO TIpaBa AOCTyIa MPUMEHSIIOTCS OTHOCUTENBHO Brazesnbla ¢aiiia. OHu coctosT u3 Habopa 3
TpyMI 110 TpY aTpUOyTa:

- ureHue(r), 3anMCh(W), BbIMOTHEHWe(X) AJ1s1 BlajesbLa;

- UTeHUe, 3aMKCh, BbITIOJIHEHKE [ TPYIIIbI Bjajesblia;

- YTeHUe, 3aMuCh, BLITIOJTHEHUE [Jisi BCeX OCTabHbIX.

Takuve nipaBa MOXXHO TIPeJCTaBUTh KPaTKOM 3arvcChlO:

I'WXIWXIWX — pa3pelilieHO uTeHUe, 3alvCh U BBIOJHEHWe JIJis BCeX

I'WXI-Xr-X — 3aluch pa3pellleHa TOMbKO [ijisl Bajesnbla ¢aiina, a UTeHUU U BbITIOJIHEHUE
JJ1s1 BCeX.

I'w-Tw-r-- — 3alliCh pa3pellleHa JJis Brajesblia (aiia ¥ rpyrmbl Biaagenblia daiina, a
yTeHue — JI7is BCeX.

Takoe pacripefie/ieHrie TIpaB TI03BOJIsieT TWOKO YTpaB/ATh PeCypCaMu, AOCTYITHBIMU
T10/Tb30BATeISIM.

2. IlpaBa fjocTyna pacnpoCTpaHsIOTCA Y Ha KaTanord. OHM 03HavaroT:

I — ewId YCTaHOBJIEHO IIpaBO Ha YTeHHWe W3 Karajora, TO MOKHO YBHJETb ero
cofiep>KuMoe KoMaHiou Is.

W — eC/Id yCTaHOBJIEHO TPaBO 3alMCH B KaTasor, TO IM0Jb30BaTelb MOXKET CO3/jaBaTh U
yaanaTh (ailsibl U3 Tekylllero KaTasora. [Ipuuem yganuth (aiitn M3 Katajora Iojb30BaTe/b
MOJKeT Jake eC/IM Y Hero HeT MpaB Ha 3anuch B ¢ail. ECTb BO3MOKHOCTh MCMPaBUTb 3Ty
curyauuro. O6 3TOM s CKaxKy TIo3xKe.

X — eC/IM YCTaHOBJIEHO TIPaBO MCIIOJIHEHUSI Ha KaTaslor, TO I10J/ib30BaTe/lb UMeeT MpaBo
MepeiTH B TaKOM KaTa/lor KOMaH/iaMy Haroo6ue cd.

Takum 00pa3oM TIOSIBSIETCS BO3MOKHOCTh CO3/laHUSI TaK HA3bIBA€MbBIX “‘CKPBITHIX”
KaTasioros, KOrja HeBO3MOXXHO MOIYYUTb CIUCOK (Dai/ioB, HO MO/b30BaTe/b TOYHO 3HAFOLIUU
uMs (aiisia MOXKeT CKOITMPOBATh ero U3 “CKpbITOro” KaTasora.

3. [nsa pacrpefeneHvss TipaB JocTyrnma B Linux cCyllecTByeT MHOKECTBO KOMaH/I.
OcHoBHble U3 HUX — 3T0 chmod, chown u chgrp.

Komanga chmod (Change MODe — cmeHumb pejcum) — W3MeHsieT TpaBa [OCTyMa K
¢aiiny. s MCTonb30BaHUs 3TOM KOMaH/IbI TaK)Ke He00X0JMMO MMeTh TipaBa Biazesbla ¢aiiia
Wy ripaBa root. CUHTaKCHUC KOMaH/bl TaKOB:

chmod mode filename, rae

filename — ums datina, y KOTOpOro U3MeHSIFOTCS TIpaBa J[OCTYTIa;

mode — rpaBa J0CTyIa, ycTaHaB/IMBaeMble Ha (aiii. [IpaBa JoCTymna MOXKHO 3amucath B 2
BapUaHTaX — CAMBOJIbBHOM U abCOJIFOTHOM.

B CcMMBOJBHOM BH/Ie UCIIO/b30BaHWEe KOMaHzAbl chmod Oyner BBITISETh CAeAyHOUUM
obpa3zom:

I

-

I
| ul | W
lal |+ |X]
chnmod |o| |-] | X] filenane,
lal = [ul
| g
| of
rue:

u,g,0,a — YCTaHOBKA IpaB Ji/Is [10/1b30BaTe/Is], FPYIIIbI, OCTa/JbHBIX [10/Ib30BaTe/el, Bcex
IPYIII NpaB J0CTyIa COOTBETCTBEHHO.



+,-,= — 100aBUTB, y/la/IUTh, YCTAHOBUTH pa3pellieHre COOTBETCTBEHHO.

r,w,x,X,u,g,0 — IpaBoO UTeHWUsl, 3aIKCH, BbITIOJTHEHUsI, BBITIOJTHEHUSI eC/T eCTh TaKoe MPaBo
ele y Kakod /b0 U3 TPYNI /OCTyTa, TaKWe ke KakK y Brajiesiblia, TakKve >Ke KaK y TPYTIIIHb,
TaKHe )Ke KaK Y OCTa/IbHBIX 10JIb30BaTesIei.

filename - Vms ¢aiina, y KOTOPOro U3MEeHSIFOTCS MpaBa.

[TpocMoTp pa3pellleHnld, YCTaHOB/IEHHBIX Ha (a1 OCyLeCTB/IseTcss KOMaHZoW 1s ¢
K/TFOYOM -

[student @s student]$ |Is -1 |esson5.txt

STW--- - - - 1 student student 39 Nov 19 15:17 | essonb.txt

[ st udent @s
[ st udent @s
STWE W - - -

[ st udent @s
[ student @s
ST WA WA W

[ st udent @s
[ st udent @s
STW-TWAT - -

[ st udent @s

student]$ chnod g+rw | esson5. t xt
student]$ Is -1 |esson5. txt

1 student student 39 Nov 19 15:18
student]$ chnod o=u | esson5. t xt
student]$ Is -1 |esson5. txt

1 student student 39 Nov 19 15:18
student]$ chnod o-w | esson5. t xt
student]$ Is -1 |essonb. txt

1 student student 39 Nov 19 15:19
student] $_

| essonb. t xt

| essonb. t xt

| essonb. t xt

711 uCcTi0/1b30BaHKsT aOCO/TFOTHOTO PeXKUMa HeoOXOAUMO TIPeICTaBUTh TMpaBa JOCTyIa K
(ariny B BUJe 3-X ABOUYHBIX rpymIl. Tak Harnpumep:

I'WX I-X I-- Oy/IeT BBIT/ISI/IETh KaK:

111 101 100

Ternepp KKy ABOUYHYIO [PYIIILY [1IepeBeCTy B 8-pUUHOe YUCIO:

111-7,101-5, 100 — 4.

YTobbl 3371aTh (haiiy Takve nmpaBa He0OXO0AMMO BBINIOJTHUTH KOMaHAY:

[ student @s student]$ I's -I | esson5.txt

-rwrwr-- 1 student student 39 Nov 19 15:19

[ student @s student] $chnod 755 | esson5. t xt

[student @s student]$ |Is -1 |esson5.txt

-rwxr-xr-- 1 student student 39 Nov 19 15:19

[ student @s student]$

| essonb. t xt

| essonb5. t xt

3aganve s oOyuaembix: monpoboBaTh W3MeHUTh TipaBa (aiiny lesson5.txt u 3azaTh
chefyrolye: T w X - -1 - - (744), 1 - - - w- - - x(421), - - x - w - 1 - -(124).

Takke npeyIoKUTb UM TIPOZe/IaTh TO Ke caMoe B CUMBOJIbHOM BU/E.

Komanzma chown (CHange OWNer — cmeHumb 61ade/nbya) — TIO3BOJIIET CMEHUTh
Biaziesiblla (aiia. [l UCTIOMB30BaHUS 3TOM KOMaHZBl HEoOXOAMMO /MO0 HWMeTh IIpaBa
B/a/lesblia TeKyl1ero ¢aiiia uiu rnpaea root. CUHTaKCHMC KOMaH/IbI IPOCT:

chown username:groupname filename, e

username — UMsl 110J1b30BaTeJ/Isl — HOBOTO BJiafienblia ¢aiina;

groupname — UMsi TPYIIIbI — HOBOT'O B/azienblia (aiina;

filename — ums aiina, y KOTOPOro cMeHsieTcst BjazerneL.

Vmsi rpynmbl B CMHTAaKCHMCe KOMaH/bI MOXXHO He yKasblBaTh, TOrja OyzeT u3MeHeH
TOJILKO BJiaziener] ¢aiina.

Komanza chgrp vicrionb3yeTcs AJis u3MeHeHus BaJienbla-rpynmnbl (aiina. CUHTaKCuC ee
TaKOB:

chgrp groupname filename,

rje:

groupname — UMsI TPYTIITbI, KOTOPOU Oy/1eT MpUHaA/IeXKaTh (aiin

filename — umst usmeHsiemoro aiina



WNwmeliTe B BUJy, UTO WCIIOMb30BaThb KOMaHbl chown u chmod MoxeT TOIBKO
ToJib30BaTe/b-Biaziesiel] Qaitia u root, a kKomaHay chgrp - mosb30BaTenb-Baajesnel] daiina,
rpynna-siazesnel] ¢aiiia v root.

4. CyecTByIOT ellje HECKOJIBKO OCOOBIX TIpaB, KOTOpble MOTYT YCTaHaB/IMBAaTbCS Ha
daiinbl v KaTtanoru. O HEKOTOPBIX W3 HUX Mbl TTIOFOBOPUM TPU U3Y4YeHHU TeMbl “Tiporiecchbl”. Ho
OJVH PacCMOTPUM ceiidac. DTO Tak Ha3biBaeMblii sticky bit (but nmpukperienys).

B mnepBeix Bepcusix HOHMKC 3TOT OWUT MCIIO/Ib30BasCs [/si TOrO, 4TOOBI 3aCTaBUTH
cucTeMy Tpy paboTe TIpOrpamMMbI OCTaBJIsATH 00pa3 ee KoAa B mamMsTU. Tora mpu CaeayroiiemM
oOpailrieHru K rMporpaMMe Ha ee 3allyCK TPaTW/I0Ch HAMHOT'O MeHbllle BpeMeHU TaK KakK uTeHHe
KoJla ¢ ycrpoiictBa bosiee He TpeboBanock. s daiinoB u ceropss B Linux ocranock mnpexkHee
3HayeHHe 3Toro 6ura. A BOT /il KaTajJoroB 3TOT arpudyT mpeoOpen HOBoe 3HaueHuWe. Eciu
sticky bit ycraHoB/ieH Ha KaTajor, TO yJaiuTb (alabl U3 TAaKOTO KaTajora MO’KeT TOJbKO
T0/Ib30BaTe/b-Baajenel] (aina, U TO TOALKO eCM y Hero ecTb IpaBO Ha 3arvch B (ails.
I'pynna-Bnazienel] U ocTasbHble MOb30BaTe/NN JiaKe NPY Ha/JWYMM TpaB Ha 3anuch B ¢aii He
CMOTYT y/laJluTh ero MpHu YCTaHOBJIEHHOM Ha Karasor sticky bit.

BbuT npukpernieHus yctaHaB/aMBaeTcsi KOMaHzo0i chmod B cMMBOIBHOM BH/E:

chnod +t fil enane



