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Xopj 3aHATHA.

1. Linux, Kak 1 00as unix-mogo0Hast cuctema, sIBSIeTCs He TOJIbKO MHOI'03a/JauHO, HO
M MHOTOIMO/Ib30BaTe/JIbCKOM, T.e 93Ta oOllepaldOHHasi CUCTeMa I[103BOJisseT O/HOBpeMeHHO
HECKOJIbKUM T10/1b30BaTe/IsiM paboTath ¢ Heil. Ho crcTemMa Zi0/DKHA KaK-TO y3HaBaTh, KAKOW WK
Kakhe W3 TOo/b30BaTe/iell paboTaloT B JaHHBIM MOMeHT. MMeHHO /i 3THX Ijesieid B Linux
CYLL[eCTBYeT /IBa MOHSTUS — YuemHble 3anucu ¥ aymeHmugukayusl, KOTOpble SIBISIFOTCS YaCTSIMU
O/IHOTO MeXaHH3Ma.

YueTHasi 3anuch MOJIb30BaTe/lsl — 3TO HeoOXoAWMast /i CUCTeMbl WHGMOpPMAIHs O
TroJib30BaTesie, XpaHsIasicsa B ClieldaabHbIX (aiinax. MHbopMalus ucronb3yeTcs Linux ajis
ayTeHTU(UKALIMY TI0/Tb30BaTe/isi U Ha3HaueHUs eMy TpaB [J0CTyTIa.

AyTtenTudukalnusa — cucTeMHasl Tipolie/lypa, Mo3BoJsitolas Linux onpejenuTb, Kakoi
MMEeHHO T10J1b30BaTe/b OCYIIeCTB/sIET BXO/,.

Bcs uwHpoOpMais o Tiosib30BaTesie OOBIMHO XpaHUTbCA B (aiiax /etc/passwd u
/etc/grpoup.

/etc/passwd — 3TOT (aitn cogepXuT MHGOPMAIMI0 O T[0/b30BaTe/sAX. 3anuch [JIst
Ka)KJI0T0 T10/1b30BaTe/isi 3aHUMaeT OZIHY CTPOKY:

root: i :0:0:root:/root:/bin/bash
—~ =

YMsI 110/1b30BaTe/Is 3alurpoBaHHbIN Maposb UID GID noMariHuii - 06osouka
Karasior
Hacrosuiee umst

T0/Ib30BaTe/Isl

uMs nosb3oeamesss — UMsl, UCIIO/b3yeMoOe T0/Ib30BaTe/leM Ha BCe TIPUTJIAIIIEHUS] THTIa
login ripu ayTeHTU(UKALIMY B CUCTEME.
3awugpoeaHHbIili NApoab — OOBIYHO XEIIMPOBaHHBIA TI0 HEOOPAaTUMOMY aarOPUTMY

MD5 napone mnosib3oBaTesniss Wid cuMBoa 'l', B Clyyasx, KOrJa WHTePaKTHMBHBIX BXO[,
T10J/Ib30BaTesIsl B CUCTeMy 3arpeleH.
UID - uucioBoil uAeHTU(UKATOp monb3oBatesss. CucTemMa WCIIO/Ib3yeT ero /st

pacripe/iesieHus1 TipaB (haiiyiaM U TIpolieccam.

GID — uucioBoll uAeHTU(PUKATOpP Tpymmbl. MMeHa Tpyrin pacrosoxeHbl B (aiiie
/etc/group. CucTema UCIOb3YeT ero /sl pacrpejeneHus rnpas ¢aiiiaM 1 mpoLeccam.

Hacmosiwjee ums nosb3oeame/isi — UCTIONb3yeTCs B aJIMUHHACTPATHUBHBIX 1IeJISX, a TaKXKe
KoMmaH jamu tumna finger (momydenue nHhopMalyu o 1oJib30BaTesie uepe3 CeTh).

JomawHuil Kamasoez — ONHBIN My Th K IOMalllHeMY KaTasory I10Jib30BaTelIsl.

O06os10uka — KoMaH/iHasi 000JI0UKa, KOTOPYIO MCII0/Ib3yeT IOJIb30BaTe/b TPU CeaHce.
Ilna HopManbHOM paboOThI OHa [O/DKHA OBITH yKa3aHa B (haiisie perucTpaiuv 000J10UeK
/etc/shells.

/etc/group — 3TOT (haiin cofep)KUT MHGOPMALMIO O TPYMIax, K KOTOPhIM MpUHaAJIeXaT
T10/Tb30BaTe/N:

project: $1$QydTRu2w$Cm5gk.6w6nmNdUjerh5pu:100:root,bin,daemon
— — - ~—

Wms rpynirisl [IndpoBaHHbIi Maposb GID  Tlone3oBarenu, BKIIOUYEHHbIE B HECKOJIBKO TPYIIIT

Hms epynnbl — uMsl, UCTIONB3yeMOe [I7Is YI00CTBa UCTIOh30BAHUST TAKUX MPOTPamMM, Kak
newgrp.

IITugposaHHbiil Nnapoab — UCTIONB3YeTCs TIPH CMeHe TPYIBI KoMaH[0M newgrp. [laponb
JIsI TPYTINT MOYKET OTCYTCTBOBATh.



GID — yncnoBoi naeHTUpUKATOp rpynibl. CUcTeMa UCob3yeT ero JJisl pacnpezeieHus
rpaB (aiiziaM ¥ NpoLeccaMm.

ITonb3zoeamenu, 6K/1I0OUeHHble 8 HECKO/AbKO 2pynn — B 5ToM mosne uepe3 3amsTyro
oToOpakaroTcsl Te T0Jib30BaTe/M, Y KOTOPLIX M0 yMo/iyaHuto (B ¢aiine /etc/passwd) HasHaueHa
Jpyras rpymnmna.

Ha ceropnsiiHuii JeHb XpaHeHue mapojeii B (aiknax passwd M group CUMTaeTcs
HeHaJe)XKHbIM. B HOBbIX Bepcusx Linux NpUMeHsIOTCS TaK Has3blBaeMble TeHeBble (paiisbl
naponeii — shadow u gshadow. IlpaBa Ha HMX Ha3HaueHbl TaKMM 00pa3oM, UTO JaXke UTeHUe
5TuX (anmoB 6e3 mMpaB Cymepriosib30BaTesisi HEBO3MOXKHO. Hy)XHO ydecTb, UTO HOpMasbHOE
(GYHKLIMOHMPDOBAaHWE CUCTeMbl TIPM WCIIO/Ib30BaHUM TeHeBbIX (Dali/ioB  mofpa3ymeBaeT
OJHOBpeMeHHO U Hanuuue (aiioB passwd u group. Ilpy Mcnonb3oBaHUM TeHEBBIX Maposieil B
/etc/passwd u /etc/group BMeCTO CamMOro TapoJisi YCTaHaB/IMBAeTCsl CUMBOJ 'X', UTO U SIBJISIETCS
yKa3aHHeM Ha XpaHeHMe TapoJisi B /etc/shadow nmm /etc/gshadow.

®aiin shadow XxpaHUT 3auUIlleHHYHO HWH(OpPMALMI0 O TI0/b30BaTe/sIX, a TaKKe
obecrieunBaeT MeXaHM3Mbl yCTapeBaHHWS TapoJied M y4eTHBIX 3amvceid. BoT cTpykTypa daiina
shadow:

cisco:$1$0AJZcVgOSEGORy8Mh3swT1RfJeX.UR0:13770:10:99999:7:30:99999:

7 —

a 6 B r I e X 3 u

a) UMA MoJ/Ib30BaTe s

0) mmppoBaHHBIA Mapo/ib — MPUMEHSIOTCS a/ITOPUTMbI XeIIUPOBaHHUsI, KaK TPABUIIO
MDS5 wm cumsos '!', B ciyuyasX, KOrja WHTepPaKTUBHBIX BXOJ II0/1b30BaTe/si B CUCTEMY
3arpelreH.

B) UMC/IO [AHeW TMociaefAHero W3MeHeHMs Tapo/si, HauvHas ¢ 1 sHBaps 1970 ropa,
1oC/IeJHero0 U3MeHeHusl 11aposis

r) YKC/IO [HeH, repej TeM Kak MapoJib MOXeT ObITh U3MeHEH

A) 4KC/I0 [HEH, 1oc/ie KOTOPBIX Maposib JO/DKeH ObITh U3MeHEH

€) uuCa0 [JiHel, 3a CKOJbKO T[0/b30BaTesisi HayHyT TIpefynpex/Aarb, 4TO Maposb
ycTapeBaeT

’K) UMCJIO THeM, TI0C/ie yCTapeBaHus Maposis it OJIOKUPOBKU YUETHOM 3aITUCH

3) AHel, oTcunThiBas ¢ 1 ssHBaps 1970 roza, Korza yuéTHast 3armich OyeT 3a6/10KupoBaHa

M) 3ape3epBUPOBaHHOE T10J1e

@aiin gshadow Tak ke HakiaJbiBaeT AOIMOJHUTENbHYIO (DYHKIIMOHA/IBHOCTh, BKYIE C
3allUILleHHbIM XpaHeHWeM rnaposeii rpynm. OH uMeeT C/iefyIoLyl0 CTPYKTYPY:

root:$1$QydTRu2w$Cm5gk.6w6nmNdUjerh5pu:root:cisco,oem

Vims rpyninsl [IndpoBaHHbIi Naposb aZIMMHHUCTPATOp IPYIITbI CrMcoK rosp3oBaresiei
HUms epynnbl — Ms, UCIIOJIb3yeMoe OJisd y,ZLO6CTBa HCII0J/Ib30BaHHWA TAKUX TIPOIrPaAMM, KdK
newgrp.

IITugpoeaHHblil naposb — UCTIO/IB3YeTCs TIPU CMeHe IPYTIbI KoMaHAou newgrp. [Taposb
JJ1s1 TPYIII MOJKeT OTCYTCTBOBATb.

AOMuHucmpamop 2pynnbl — TONb30BaTe/lb, UMEIOLIUM MpaBO M3MEHSITb Maposb C
NoMoIIbio gpasswd.

Cnucok nosb3oeamesell — B 3ToM T1one uepe3 3arsTyH OTOOpaXkalOTCs Te
T10/1b30BaTe/H, Y KOTOPBIX 110 YMO/TYaHHIO (B (paiise /etc/passwd) Ha3HaueHa /ipyras rpymna.

2. B Linux, kpome OOBIYHBIX TIOTb30BaTesield, CylecTByeT OAWH (U TOJIbKO OJWH)
10/Ib30BaTelb C HeorpaHWYyeHHbIMM mpaBamu. Wpaentudukaroper UID u GID Takoro
niosib3oBaress BcerAa 0. Ero umMs, Kak mpaBuio, root, OHAKO OHO MOJKET OBbITb JIeTKO M3MeHeHO
(WM co31aHO HEeCKOJIbKO CUMBOJIbHBIX UMeH ¢ 0AuHAaKOBbIM GID u UID), Tak Kak 3HaueHue [/
TIpUMeHeHVs1 HeorpaHUYeHHbIX IpaB JocTyra umeeT Tosbko GID 0. [Ins mosib3oBaTens root
mpaBa focTtyna K (adimaM W TipoijeccaM He TIPOBEpPSIIOTCA cucteMoil. I[lpu pabote ¢
WCTIO0/Ib30BaHNEM YUeTHOM 3amucy root Heo6XoAUMO OBITh Tpeie/lbHO OCTOPOKHBIM, T.K. BCer/ia
CylLLleCTBYeT BO3MOKHOCTb YHUUTOXUTh CUCTEMY.



3. B Linux ucrnosnb3yeTcs pasBuTas CUCTeMa pacripejie/ieHus mpas Iosib3oBarensM. Ho
JJ/Is1 TOUHOTO OTMO3HaHHWsl TI0/Ib30BaTeNsi OJHOTO WMEHM HeJOCTaTOYHO C TOUKU 3pEeHUs
6e3omacHOCTH. VIMEHHO MO3TOMY HWCIIO/IB3YeTCs] M NApo/ib — NPOU360/bHbIll HAOOp CUMB0/108
Nnpou360/bHOl ONUHBL, 0ObIUHO 02PAHUHEHHOU AUWb UCNOAb3YeMbIMU MEMooamu WupposaHus.

CeroziHsi B O0/bIIMHCTBe Bepcwi Linux mapomm mmdpyrotes mo anroputMaMm 3DES u
MD5. Korzpa anroputm 3DES  sBrisetcss obpaTWMbIM, TO eCTb TaKOW Tapojib MOXXHO
pacmmdpoBate, MD5 — 3to0 HeobpaTtumoe mpeobpa3oBanue. Ilapomu, 3ammbpoBaHHBIE 10
anroputMy 3DES He nNpuUMeHSIIOTCS TPU HWCII0/Ib30BAaHWMM TeHEBbIX (alyioB /151 XpaHeHUs
raposien.

[lpu ayreHTH(MKaLM¥, Mapo/b, BBeJEHHbIM I10/7b30BaTeNeM, IIUQPPYETCI TeM e
METOZIOM, UTO U MCXOJHbIM, a MOTOM CPaBHMBAIOTCS Y)Ke 3amM@poBaHHble Konuu. Eciv oHM
O/[IJMHAKOBbIe, TO ayTeHTHU(UKALIMS CUMTAETCS yCIELIHOM.

YuuThiBasi eKeZJHEBHO yBeJMUMBarOlecss TpeboBaHus K Ge3omacHocTd, B Linux ecTh
BO3MO)XHOCTb MCII0/Ib30BaTh CKpbIThIe naposu. dalinbl /etc/passwd u /etc/group JOCTYyNHBI AJis1
YyTeHWsi BCEM TII0JIb30BATEJISIM, UTO SIB/ISIETCS [OBOJIBHO OosibIol Opermisto B Oe30macHOCTH
cucTteMbl. VIMEHHO MO3TOMY B COBPEMEHHBIX Bepcusix Linux mpezamoutuTenbHee UCIOMIb30BATh
CKpbIThIe Mapony. Takue maposu pacrosaraiorcsi B ¢aitnax /etc/shadow u /etc/gshadow, ans
raposieii roJsib30Baresieil U rpymmn COOTBETCTBEHHO.

4. Komanza login 3aryckaeT ceaHC MHTepaKTMBHOW paboThl B cucteme. OHa TipoBepsieT
MpaBWIbHOCTh BBOJ@ MMEHM W TMapoJisl TMO/b30BaTess, MeHseT KaTajJor Ha JOMallHWM,
BBbICTparBaeT OKPY)KeHHe U 3arycKaeT KoMaH/jHbll uHTepripetatop. Komanay login kak npaBuio
He 3alyCKalwT W3 KOMaHJHOW CTPOKM — 3TO OOBIYHO 3a TIO/Ib30BaTesisl [JiejiaeT MeHe/KepoB
KOHCOJIM — Harpumep getty uiam mgetty.

Komanpa su (switch user) mo3BossieT CMEHUTb WAEHTHU(UKATOp I0J/Ib30BaTessl yKe B
nporjecce ceaHca. CHHTaKCHC ee MPOCT: SuU username , TLe username — WUMs I10/b30BaTelId,
KOTOpoe OyJeT HCIosib30BaThCs. [locsie 3Toro mporpaMma 3arnpocuT maposib. [Ipy mpaBUIbHO
BBeJIeHHOM I1apoJie, Su 3allyCTUT HOBbIM KOMaH/HbIM UHTepIpeTaTop C NpaBaMH I10/1b30Bare/is,
yKa3aHHOTO Su U NPUCBOUT CeaHCy ero naeHTu(ukaTopsl. Eciv nms nosb3oBaresns OnylijeHo, TO
KOMaH/la Su UCMOJ/Ib3yeT UMs root.

[student @s student]$ su root

Passwor d:

[root @s student]#_

[Ipy wucnonb3oBaHUM KOMaHAbI SU II0JIb30BaTesieM Troot OHa, Kak MpaBW/IO, He
3arpaluyBaeT Naposb.

KomaHnzpa newgrp aHanormyHa o CBOMM BO3MOXXHOCTSIM SU C TOM pa3HULIEN, 4TO
TIPOUCXOUT CMeHa rpymmbl. [lonb3oBaTenb Ao/bKeH OBITH BK/IIOUEH B TPYMIy, KOTOpast
yKasblBaeTcsi B KOMaHJHOW CTpoke newgrp. [Ipy wucrnonb3oBaHUM KOMaHZAbl Newgrp
T10J/Ib30BaTesieM oot OHa HUKOIZA He 3arpalyBaeT 1aposib. CMHTAKCUMC KOMaH/bl aHaJlorMueH
CMHTAKCUCY KOMaH/bl Su: newgrp groupname, rje groupname — MMsl CPYIIbl, HA KOTOPYIO
T10JIb30BaTe/Ib MeHsieT TeKYIIYIO.

Komanza passwd siBnisieTcsi UHCTPYMEHTOM [Ji1 CMeHbl naposisi B Linux. [lns cmeHbl
CBOETO MapoJisi JOCTAaTOYHO HabpaTh B KOMaHJHOM CTPOKe passwd:

[ student @s student]$ passwd

Changi ng password for student

(current) UN X password:

New passwor d:

Ret ype new password:

passwd: all authentication tokens updated successfully

[ student @s student]$

75 cMeHBI TIapoJisi TPYIbI U yTpaB/ieHUs] TPYNION UCIO/b3yeTcsi KoMaHAa gpasswd
[y cMeHBI Taposisi AOCTaTOuHO Habpatb B KomaHgHoW ctpoke gpasswd GROUPNAME.
CMeHUTb Mapo/ib BaM YZacTcs TOABKO ecid Bel siBisieTech agMuHUCTpaTopoM rpynmnsl. Ecmm
1apo/ib He IYyCTOMW,TO /sl U/IeHOB TIPYIIbl BbI30OB Newgrp raposisi He TpeOyeT, a He ujieHbI



TPYIIBI JIOJDKHBI BBECTH TIApOJib. AJMHUHMCTPATOp TPYIITbI MOXKET [00aBIsSITh U yJaNsTh
T0Jib30BaTesie C TOMOIIbI0 TTapaMeTpoB -a ¥ -d COOTBETCTBEHHO. AMUHHUCTPAaTOPbI MOTYT
WCII0JIb30BaTh MapameTp -I' AJisl yAaneHusi naposs rpynnbl. Eciv maposib He 3a/iaH, TO TOJBKO
YjieHbl TPYIIIBI C TIOMOIIBI0 KOMaH/bl NeWgrp MOTYT BOWTH B TPYITy. YKa3aB rnapamerp -R
MOJKHO 3allpeTUTh AOCTYI B TPYMITy TIO TapoJi0 C MOMOIIbI0 KOMaH/bI newgrp (0fHaKO Ha
YIeHOB TPYIMbl 3TO He pacrnpocTpaHseTcsi). CHUCTeMHBIM aJAMUHUCTPATOP (Troot) MOXKeT
WCTIO/Tb30BaTh MapaMeTp -A, 4ToObl Ha3HAUUTH TPYIIEe a[MUHUCTPATOPA.

Komanza chage yripaBnsier nHdopmaiiyeii 06 ycTapeBaHUHM Tapo/isi ¥ YUeTHOM 3arivcH.
OObIuHbBIlM TIO/IB30BaTeb (He ro0t) MOXKeT MCIT0/Ib30BaTh KOMaH/y TOJIBKO /IJIsi IPOCMOTPA CBOUX

rlapaMeTpoOB yCTapeBaHUs IapoJis:
gserg@ADM:/$ chage -1 gserg

Last password change : Man 03, 2007
Password expires ! never
Password inactive ! never
Account expires ! never
Minimum number of days between password change 1 0

Maximum number of days between password change : 99999

Number of days of warning before password expires 7

Cyriepriosib30BaTe/lb >Ke MOKeT MCTI0/Ib30BaTh TaK)Ke UHbIe NapaMeTphbl, TakKhe Kak:

-d mara (B dopmare cuctemHoi fatel, Haripumep AJ.MM.ITIT) — ycTaHaBnvBaeT garty
roc/ieHeil CMeHbI TIapoJisi 10JIb30BaTe/IeM.

-E mara — ycTaHOBUTH J]aTy yCTapeBaHUsI YUeTHOM 3aryCH TI0/Th30BaTe st

-I N — yCcTaHOBUTb KOMYECTBO /JHEl HeaKTUBHOCTU N ¢ MOMeHTa ycTapeBaHMs MapoJis
riepe/i TeM Kak yuyeTHasi 3amuch OyzieT 3a0/10KMpoBaHa

-m N — 3a/laeT MUHUMaJIbHOE KoyinuecTBO AHel (N) MeXXay cMeHaMU Iaposist

-M N — 3aaeT MakcMManbHOe KonuuecTBo JHel (N) Mexxy CMeHaMu MapoJis

-W N — 3azaeT KoMMuyecTBO JIHeH, 3a KOTOpble OyJeT BblAaBaThCs MpeAymnpexaeHue o6
yCTapeBaHUU MapoJisl.



