3anarue 17.

Tema: CereBoe agmunucrpupoBanue Linux. IIporokos TCP. 3ansitue nepsoe.

Buo 3aHamus: nekuysi, IpaKTUYECKOe 3aHsATHE.

YueOHble 60NPOCHI:
1. CtpykTypa nonHoro agpeca B rnpotokosie TCP. ITousatue TCP-coenrHeHus.
Crpyktypa TCP-nakera.
2. PacripoctpanenHsie TCP-cepBuUCHL.
3. Telnet: xinetd, in.telnetd. SSH: sshd.

Bpems: 90 munyT

Jlumepamypa:
1._Cysco systems u Ap. - PYKOBOJCTBO 10 TeXHOMIOTUSIM 00be/leHeHHBIX CeTeM,

3-e uzpanwme. : [lep. c anra. - M. : Mznarensckuy gom “Bunbamc”, 2002. - 1040 c. :

WJl. - T1apdJl. TUT. dHTJI.
2. Kupx. O, Hoycon T. - Linux nns npodgeccruonanoB. PykoBoACTBO aIMHUHHCTpATOPa CETH,
Bropoe usnanue. - CI10.: ITutep, 2001. - 496 c.; ni.


http://linux.net.ru/
http://linux.net.ru/
http://linux.net.ru/

Xop 3aHATHA.

1. TCP (Trasmission Control Protocol, mpoTokos yrpaBjieHHs Tepenauer) oOecrieunBaeT
HajaexHylo nepenady gannbix B cpeae IP. TCP ortHocutrcst k TpancnoptHoMy ypoBHio OSI. OToT
NPOTOKOJI TMPEJOCTaBISIET TaKHe YCJIyr'H Kak TMOTOKOBasi Mepenaya JaHHBIX, HaOEeXKHOCTb,
a¢peKTUBHOE ynpaBeHHE MOTOKOM, OYTUIEKCHBIA PEXKUM.

®opmart nakera TCP:

ITopT ucrouynuka [TopTt npuemHuka

ITopsinKOBBIF HOMED
Howmep nonreepxnenus
CrOBur gaHHbBIX PesepBHbie ®narun OKHO
KonTtpospHas cymma YkaszaTenab CpOUHOCTH
[TapameTpsl
HaHHbie
Ilopm ucmounuxka u nopm npuemHuKa — TOUKH, B KOTOPBIX MPOLECCHl BEPXHErO YPOBHSI

npuauMaiot yciayru TCP.

TIopsdkosviti Homep — OOBUHO HOMEp NepBoro OadWTa B COOOmEHHWH. MOXKET Takxke
UCTIOJIb30BAThC S AJ1s1 0003HAUEHHUSI HCXOJHOTO MOPSIIKOBOTO HOMEpa B Mepeaaye.

Homep noodmeepowcOenust — TOPSAKOBBIA HOMEp Cienyomero OalTa HOaHHBIX, KOTOPbIHA
0KHUJAET MOJIyUUTh MIPUEMHHK.

Cdsuz dannwix — Yucno 32-paspannsix cjioB B 3arojioske TCP.

Pe3separvie — ObnacTh, 3ape3epBUPOBaHHAS 17151 HCTIOJIb30BaHHUs B Oy IyLIEM.

@D aazu — Pazmuunas ynpasnsiomasi uHgopmaius, B Tom uncie outel SYN, ACK u FIN.

Oxro — Pasmep npuemnoro okHa (Oydepa namsiTi) mprueMHHKA.

Konmpoavhas cymma — IlokaspiBaet, He ObUI JIM 3ar0JIOBOK MOBPEXKEH MPH Niepeaaue.

Ykazamenv cpourocmu — Y Ka3pIBaeT Ha NEPBbIA OaHT CPOUHBIX AAHHBIX B MAKETE.

Iapamempuvi — Pasnuunble gononnuTtesbHble napametpsl TCP.

Jlannwvie — UH(pOpMaLnst BEpXHEro YPOBHSI.

B nporokone TCP npuHATO NMOHSITHE nOMOKA — TOCJIENOBATEIbHOCTH OUTOB NEPEMEHHOH
IUIMHBI, TIEpealoIUXCs MeXKAY ABYMsI 0ObeKTaMH. UIMEHHO NMOTOK SIBJISIETCSl €JUHOM U HEJEeTUMOMN
yacteio TCP-coegunenusi. OfHMM CJIOBOM, MOHMMAaTh MOJA OJHHUM LEJbIM HEOOXOOHUMO CBSI3KY
IP:TCPropt-IP2:TCPnop12, a He IP:TCPmopt, kak B mpotokoje UDP. Oto obosHauaeT, 4TO
HECKOJIbKO KJIHEHTOB MOT'YT OJJHOBPEMEHHO pabOoTaTh ¢ OJHOH C1yKO0H Ha OJJHOM CEpBEPE H OJHOM
nopty, Tak Kak IP1:TCPnoptl-IP2:TCPnopt2 wu IP1:TCPnoptl-IP3:TCPnopt3, OyayT

Pa3IMUYHBIMHU OTOKAMH, HE IEPECEKAIONHUMHUCS IPYT C IPYTOM.



Ycecmanoexka coedunenuss B nporokosie TCP mpouUCXOAUT MO MEXaHU3MY MPEXIMANHOU
cuHxpoHuzayuu (three-way handshake). ITOT MEXaHU3M CHHXPOHHU3UPYET 00€ CTOPOHBI, MO3BOJISISI
UM COIJIacoBaTh HavyaJbHbIE MOPSIAKOBbIE HOMepa. OH Takke oOecneurBaeT rOTOBHOCTb CTOPOH K
npuemy/mepeaaue, 4Todbl H30exKaTh Mepeiayd JIMIIHUX MaKeTOB NMPHU YCTAHOBKE W MOCJE paspbiBa
COEJIMHEHHUSI.

[epBbix XocT (A) OTKpBIBAET COEAMHEHHE, TIOChUIasi BTOpoMy XOcTy (B) makeT ¢ HauaabHbIM
HOMEPOM coelMHEHUs U ycTaHoBIeHHbIM (pyiaroM SYN. Xoct b nonyvaer SYN-nakeT, 3anuceiBacT
HoMmep (X) OoTBevyaeT MakeToM ¢ MOpsigKOBbIM HOoMepoM X+1 u ycrtaHoBieHHbIMH OuTamMu SYN u
ACK. Taxxe xoct b ykaspiBaer Homep noarsepxaenus (Y). Eciau oToT HOMep paBeH, Hanpumep,
40, TO 9TO O3HauaeT YTo XOcT NpuHsI 39 OalT u oxuaaet 40-i 6alT. DTa TEXHOJIOTHSI HA3BIBAETCS
MOJTBEPKICHHEM Tlepejaud JaHHbIX. 3aTeM XOCT A MOATBEpKAAeT MpHeM BceX OalTOB, MOCIAHHBIX
xoctoM b, ykasbiBasi Homep noarsepxaeHust Y+1 u ycranasauBasi ¢piar ACK. Toabko nocnie storo
HAuMHaeTCs Nepenavya JaHHbIX.

[Tpotokon TCP obGecnieunBaeT HaJgekHyl TIepefadyy JaHHBIX 3a CUEeT CJeaylomeH
TEXHOJIOTHH: €CJIM TOCJje OTHPaBKH MakeTa uepe3 3aJaHHbId MPOMEXKYTOK BpeMeHH (TarMayT) He
NpUIET NMOATBEPXKACHHS Nepedaud (nmakera ¢ ycraHoBiaeHHbIM ¢iaroMm ACK), To naker Oynet
OTHpPAaBJIEH CHOBA. JTa TEXHOJIOTHsI HAa3blBa€TCsl nodmeepiwcdeHuem npuema U NOBMOPHOU
nepedaueii (Positive Acknowledgment and Retransmission, PAR).

[IprcBanBast KaxaoMy MakeTy NoOpsiaKoBbl Homep, PAR mo3BosisieT XxocTaM OTCJIEXKHUBATh
NaKeThl, MOTEPSIHHBIE WK 1yOJMpOBaHHbIE BCJEACTBUE CETEBBIX 3aJ€PKEK WK COOEB.

Crkoav3siumee okno TCP 1mo3BOJISIET HCTOJB30BATh MPOMYCKHYIO CMOCOOHOCTh CETH OoJee
9(p(PEeKTUBHO, TOCKOJBKY C €ro IMOMOIIbI0 XOCTBl MOIYT OTIpPABJSTh HECKOJbKO IAaKETOB HE
JNOXHAasich noaTBepkieHUst. OKHO u3MepsieTcst B 6alTax, KOTOpbIe MOXKET MOCAaTh OTIIPABUTEINb BO
BpeMsl OXHJAAHHWsS TONTBEPKIEHHsI Mepedaud NaHHbIX. Pa3smvep okHa omnpenensieTcss BO Bpemsi
YCTaHOBKH COEJIMHEHHS, HO MOXET U3MEHSIThCS BO BpeMs nepeaaud. Eciu pasmep okHa paseH 0, To
nepenavya JaHHBIX 3ampeleHa.

[Mpeanonoxum, uto TCP-oTnpaBuTe o Hamo mepeciaTh C MOMOLIBIO CKOJIB3SIIErOo OKHA
MOCJIEIOBATEbHOCTh OalT (mMpoHymMepoBaHHBIX OT 1 mo 10) mosyuaTenio ¢ pa3MepoM OKHa 3.
OTtmnpaBuTesb MOMENAaeT B OKHO MepBbie 5 OalT, mepegaeT U KAeT noareepxaenus. I[locie toro,
Kak oH nosyuuT naket c¢ ¢gpinarom ACK u HOMepoMm MOATBEp:KIEHHUs, PaBHBIM 6, TO OTIIPABHUTEb
nepenaet 6aitel ¢ 6 no 10. [TonyuaTtens ornpasnser ACK ¢ HoMepoM noATBepxkaeHHs paBHbIM 11,
Y YKasbIBaeT uTo pa3Mep okHa paseH 0. B aToMm ciyvae ornpasutesns Oynet oxuaars naketa ACK c

HOMEPOM NOATBEPKACHUS 11 M HEHYJIEBBIM pa3MepOM OKHa Nepe] HayaJloM MepeJauH.



2. Pacnpoctpanennbie TCP-cepBUCBH, 5TO MPAKTHYECKH BCE, UTO CPEIHHM TMOJIb30BATEJb
3HAaeT CEeroJHsi 00 UHTEpHEeT:

WWW (World Wide Web, BceMupHasi mayTHHa) — caMbld paclpOCTPAHEHHBIH CEPBHC B
HutepHeT, noctpoenHsiit Ha npotokose yposHs npunoxennd HTTP. HUcnonssyer nopt TCPSO.

FTP (File Tranfer Protocol — mpoTokos nepenauu ¢aiioB) — UCIONb3YETCsl Jisl Tepelaun
¢paso no cetu U opraHu3auuM UHTEpHET-pannapxuBoB. Mcnonbsyer nopter TCP20-21

SMTP (Simple Mail Tranfer Protocol — mnpocTol nNpoTOKOA mnepenayd MouTh) —
UCTIONB3YETCsl 711 OTHPAaBKH COOOIIEHHH JIOKAJIbHOTO IMOJIb30BATEJNsI M TNEpPefaud 3JIEKTPOHHOU
nouThl Mexkay cepeepamu. Paboraet Ha nopty TCP2S.

POP3 (Post Office Protocol v.3 — [IpoTokos ogHcHOM MOUTH BEPCUH 3) — HCHIOJb3YETCS IS
MOJIyYEHHS TOUTHl KOHEYHBIMHU NoJIb30BaTesiMU. Mcnoneayet mopt TCP110

IRC (Internet Relayed Chat — PasroBop uepe3 HHTEpPHET B pealbLHOM BpPEMEHH) — 4art-
NPOTOKOJI, OJHUH M3 CaMbIX PACIPOCTPaHEHHBIX CEpBHCOB B HHTepHET. Mcnonb3yeT noptel TCP194,
TCP6660-6667.

3. HemHoro nogpobHee XOTesnoch Obl MOTOBOPUTb O HECKOJBKHX CEPBHUCAX MHTEPAKTHBHOTO
noctyna Ha 6aze TCP, u o cTpykType 3anmycka UHTepHeT-cepBHCOB B Linux. Ha ceronHsimHuii neHb
IIUPOKO PaCIpPOCTpaHeHbl 3 CepBUCAa HHTEPAKTUBHOTO NOCTYyMa K KoMangHou ctpoke: RSH (Remote
SHell - ynmanennass ob6onouka), Telnet u SSH (Secure SHell — samumennasi obosouka). SSH
sBisieTcst pazButieM RSH. TIpoTokosbl oueHb MoXoxH, 3a UCKJIOUeHHeM Toro, uto B SSH npuHsiTO
mUpoBaHUEe KaK Mapojisi U UMEHH MOJIb30BaTeNsl, TaK M NepeJaBaeMbIX AaHHbBIX, UYTO MO3BOJIMIO
eMy npakTuuecku noBcemecTHO BbITecHUTh RSH. CepBucet RSH u SSH - sto Unix-
OPHEHTHPOBAHHBIE NPOTOKOJIbI, KOTOPBIE CPAaBHUTEJIBHO PEIKO BCTPEUAIOTCS B APYTUX cucTeMax. B
OTJIMUME OT HUX cepBHUC Telnet mpuUMeHsieTcsl Ha MHOTHX I1aTdopmax, B TOM uucie U Ha Windows.

B OonpmmucTBe cayuaeB TCP-cmyx6s1 B Linux pabotaloT Kak [OEMOHbBI H CaMH
OCYIIECTBJISIIOT Tepenavy AaHHbIX MO ceTH. OOHAKO B HEKOTOPBIX CiIydasiX HCMOJb3yeTCs JEMOH
UHTEpHET Xinetd, KOTOpbId obecrieunBaeT paboOTy MO CETH, a MPOrpamMmbl, (PYHKIHOHUPYLIHE C HUM
0OMEHHBAIOTCSl JIaHHBIMH MO KaHajaM, OOpa3oBaHHBIM JecKpuntopamu ¢annoB O (cTaHAapTHbIHA
BBOJ), | (CTaHOAPTHBIN BBIBOI) U 2 (CTAaHAAPTHBIM MOTOK OmMOOK). OOBIYHO, CEpBUYbI, paboTaromume
¢ xinetd UMEIOT B CBOEM HMMEHHM NpPUCTaBKY in. Tak, Hanpumep, dain ciyx0bl Telnet HasbiBaeTcs

in.telnetd.



